Pervasive Nation Platform User Guide Rev 0.1

Pervasive

Nation

Pervasive Nation RUBAN v6.0.225
User Guide

Revision History

0.1 14/2/17 Brian Murphy Initial Draft




Pervasive Nation Platform User Guide Rev 0.1

Contents
REIEASE NOTES ...ttt ettt e st e st e st e e bt e e s bt e e s abeesabeeebbeesabeeesaseesabeesaneeesaneeesnnes 3
R o T~ { | o TP PP SO PP OPPPPRPORE 4
2 AAMINISEEAION coneiietie ettt et ettt e s bt e e st e s bt e e sbbeesabeeessb e e sabeesabeeesabeesabeeeneeesareeesanes 5
O P o T 0 T Y= a1 Y ={ SRR 6
YV Lo F=To e [<YoleYo [=T gl {o] e [NV Tl LR 8
5 AU @ DEVICE ...eeeieeiiee ettt ettt ettt e s bt e e st e e bt e e s ate e s be e e sabe e st e e e be e e s be e e bteeanreesreeesareenn 10
(Y= A ol @eT o T ={U = 4[] o F PSPPSR 12
7 DASNDOAIAS ....eoueeeeeiee ettt et h e h e sttt e b e b e b e e nbe e sheeeaeeenteen 13
7.1 Dashboard SEArCh .......co it 14
7.2 DRVICE SEAMCI ..ttt ettt ettt e bt e s bt e s ae e s at e st e e bt e b e e beesneeeaeeearean 14
7.3 NEeW DaShDO@rd......c.cooiiiiiiiiiiiene ettt sttt sttt e s be e e sabeesabeesbeeesabeeenne 15
B RUDAN O POl ..ciiiiiieieeee ettt ettt ettt sab e st e s bte e sabe e e sbteesabeesbeeesareens 23
1S O] 2 U=T o] =1 SRS 26
O =T T 27

Page 2 of 27
21 February 2017



Pervasive Nation Platform User Guide Rev 0.1

Release Notes

For the current release of Ruban v6.0.225, we would recommend the use of the Google Chrome or
Firefox web browsers as the user-testing has been extensive on these platforms.

Known Issues:

e Naming convention across the entire portal. Mote, loT Gateway and Sensor used
interchangeably when describing a device. Similarly, Sensor describes a metric.

e Mote Admin — Bug in Google Chrome where the Edit device button on the dropdown menu
cannot be clicked.

e No ability to pass a string through a decoder to display on the dashboard.

e Tables created with the dashboard creator can intermittently fail to show data. For example,
changing to a different dashboard, data will fail to show up in the table element again. This
can be solved by refreshing the page.

e GPS location element will resize larger and larger each time a different device is chosen.
Fixed by refreshing the page.

e QOccasionally, resizing of windows will cause element information to cluster together.

e Changing the date period on a dashboard can cause certain elements’ information to cluster
together. For example, along the x and y axis of an element.

e Some elements resize differently from the created dashboard, such as adding the
thermometer, gauge, etc. They will appear either extremely large or don’t appear at all. Can
be fixed by reconfiguring the pane layout of the dashboard.

e Admin panel icons can be displayed in a long list rather than across the screen as expected.
Page must be refreshed to correct this.

e RuBan IoE Portal - when calling up a device data menu, the dropdowns don't line up with the
labels and clicking the dropdown scrollbar drags the dialog instead of scrolling. The metrics
info popup can be too large for certain screen resolutions.

e GPS Replay - Opening the Location Editor and Search for a Gateway input dialog will float
over elements of the map navigation on that page and List GPS history page.

e Platform Settings — Some help icons will not redirect to the help page. Access Help from the
main menu.
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1 Login

Navigate to the url provided to you for your specific tenant. i.e. tcd.pervasivenation.com and enter
your credentials.

RUBAN v6.0.225

102016 Davra Networks. All Rights Reserved.

Once logged in successfully, you should be brought to this landing page.

CANADA | 3 4 2 & b "y +
“

UNITED
STATES

coloms

PERU

BRAZIL

AUSTRALIA

Should you have any issues with logging in, please contact us.
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2 Administration

Rev 0.1

The administration page is the central area for managing all aspects of the Pervasive Nation

Network.

Navigate to the Admin page from the menu on the upper right hand side of the page.

You should be presented with this information

Infrastructure Management

Zero Touch Assets Administration
Provisian an entire JoT Create, Edt, Delete assets and
deployment using RUBAN's attach semantics to assets
powesful southbound

controller

VSOM Integration OAuth 2.0 Tokens

Configurs the VSOM Server
RuBAN connects to do deliver
live video feeds users.

Grant Ousth tokens for third
pps on behalf of AuBAN

Data Management

1oT Profiles Metric Configuration

View 2nd edit Izbels,
descriptions and units of data

List of Baselines Payload Decoder

View baselines. Configure payload decoders.

New Applications
Upload custom applications

that are developed specifically
for your IoT environment.

Mote Admin

Manage Motes.

onboard Tntelligence

Create,

and delete Complex
Hetwark Policies using the
simple RuBAN 3-Step Process

API and

Define custam data 3p|
transformations and
‘2ggregatons.

Dsl Functions

.wmew decoder functions.

Load Nod

Upload node definians to be
used on the APl and
Aggregations IDE

Geofence Settings

Configure peofences for your
ToT gateways

Data tag labeling

azch resdzble labels to loT
data tags.

Platform Settings

General system settings, help
and diagnostics

Sensor Category

. Configuration

view and edit sensor categories.

PN v6.0.255 includes some options in the administration page are not relevant to many users that
will be deprecated in future revisions. Please view the screenshot below to see the most relevant

areas for the current user.

Infrastructure Management

Assets Administration

Create, Edit, D ts and
ttach semzntics to ssets

OAuth 2.0 Tokens

Grant OAith tokens for third
party apps an behalf of RuBAN
users.

Data Management

Metric Configuration

edit abels,
ns and units of data.

List of Baselines. Payload Decoder

View bassines. Configure payload decoders.

Application,

that

Mote Admin

[ Ju—

APT and Aggregations

m data api
vl

Dsl Functions.

Manage Ds| decoder functions.

21 February 2017

Load Node Definitions.

Platform Settings

Ganaral system sattings, help
and diagnostics

Sensor Category
Configuration

View znd edt sensor categories.
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3 Platform Settings

Platform settings will open the Ruban Enabling IoE page which will allow access to global settings as
well as infrastructural settings. At the current release time, many of the features of this area will not
be of relevance to most users at this current time. One feature that is of relevance is the ability for
an administrator to add a user to the portal (i.e. researcher, student, etc..).

x40 v 2
':‘ ZERO TOUCH £ |OT PROFILES Fe, NEW APPLICATIONSY .. ONBOARD INTELLIGENGG o GEOFENCI y PLATFORM SETTINGS RUBAI(!g

RuBAN Setting This Section is for configuring specific settings related to your overall RUBAN configuration. You can setup global settings, apply licences, administer security access control, access support help resources and 7]
read about this version of RUBAN. For further help or support click the ? button.

Global Settings This section is used to configure system wide settings that will be used through RUBAN. These settings represent defaults but these can always be overriden in areas 2
[ Global Settings J were they are used. For further help or support on Global Setting click the ? button.

Read string: public Gateway Groups Create or edit gateway settings group. This is a way to bulk ?

i il it setti f gats s
l.g. Licensing Bl oy ooin oo rains edit settings on a group of gateways

¢ Device Setti Number of gats
Default gateway login password: ‘ ovice Settings group umber of gateways.

User needs enable password:  [_]

Connection Type: O Telnet @ SSHv2

Connection Port: |23 B

o Help MQTT Config 127,001 [1883 2] ruban
Mail server IP address:
@ About
. Default email From address: incident@<device_name>.com

Default email To recipients:
Default email Cc recipients:

Shadow router grouping: o 3 + |

-]

From this page click the User Admin tab.

Click on the Configure local authentication tab to proceed

ZERO TOUCH R |OT PROFILES ' . y PLATFORM SETTINGS

RUBAN Setting This Section is for configuring specific settings related to your overall RUBAN configuration. You can setup global settings, apply licences, administer security access control, access support help resources and [ 7]
read about this version of RUBAN. For further help or support click the ? button.

Authentication method Select an authentication mechanism to use for users logging into RUBAN. Select local authentication or LDAP. u
Global Settings

© Local Authentication @ LDAP Authentication

l"' ticensioy Local authentication uses a database of users local to the RUBAN server which are configured through the RUBAN user interface
9y Configure local authentication
@' User Admin I_ I
aa'

l Diagnostics

If changing the authentication mechanism itis highly advisable to test a log in with that mechanism, this will ensure connectivity to LDAP server and also that the
credentials you intend to use are correct

User name: Password: - Test Login
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Click on Create New to create a new user.

= P
w#, 'OT PROFILES @ NEW APFLICATIDN#.! ONBOARD INTELLIGEN@ GEDFENCV@ PLATFORM SETTINGS

This Section is for configuring specilic settings related to your overall RUBAN configuration. Yeu can setup global setiings, apply licences, administer security access control, access suppart help resources and [ 7]
read about this version of RUBAN, For further help ar support click the 7 button,

RuBAN Setting

m This saction allows users to administer RUBAN User access Control. From here you can add,delete or edit users that are able to access RUBAN. Users can be given administrator rights u

Global Settings if required. An administrator has full control over the system. For further information on user rights and access control please click the “?* bution.

[ Deleta | User Name Administrator

l+ Licensing [ admin true
o [ operator false
User Admin
aa' 1 pnadmin true
." Diagnostics
o Help

®‘ About

H [~ [

Fill in the Username and Password for the new user. Check that Administrator checkbox is unticked
unless you want that user to have full administration rights on the platform.

Once you have completed these steps be sure to click Save to complete the user registration. You
should now see that user listed in the user’s pane. Should you wish to edit their credentials at any
point, click on the pen icon to the right-hand side of the user to edit.

To delete a user, simply click the checkbox beside their name and then click Delete on the lower
right hand side to complete the process.

). = ” > .' =
@ ZERO TOUCH \awA, |OT PROFILES [\@ifs; NEW APPLICATIONSNg L ¢ & PLATFORM SETTINGS

RuBAN Setting This Section is for configuring specific settings related to your overall RuBAN configuration. You can setup global settings, apply licences, administer security access control, access support help resources and 0
read about this version of RuBAN. For further help or support click the ? button.

m To create a new RuBAN user simply choose and name and password. You should also decide if this user should have admi access.For further ion on user rights and u

Global Settings access control please click the *?' button.

User Name  Joperator

Confirm Password
O, User Admin
iagia Administrator  |_|
.'l Diagnostics

®s About

o]
ot
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4 Payload decoder for devices
Proceed to the Payload Decoder section from the administration page.

Mote Type Management
Adeunis FTD v1.0

Adeuniz FID vLO Decoders  Encoders

Adeunis LoRaWAN Pulse
Step 1. Build Decoder  Step 2. Select Payload  Step 3, Confirm Result

Rainfall Tipper
Libellum Smart Parking 1 var payload - new Buffer(context.payload, “basesd”);
2
3
Passthrough 4 ver metrics = [];
5
& uer header - payload.readUInts(e);
7 var start = 1;
5
9
10+ 1F((header & 128) I== @)
1 metrics.push({name: “tenperature’, value: payload.readInt8(start)});
12
13 )
13+ if((heater & 18) == B){
15
15
17 var temp - payload.readuInts(start);
18 var lat_degle - temp >> 4;
19 var lat_degl = temp - (lat_degle * 18);
20 v Tdeg - lat_deglo“10lat_degl;
2
2
24 temp - payload. readUIntB(start)
5 var 1at_min - (temp »> 4) * 10 + (femp & oxef);
26 starte-1;
27 temp = payload. readurnts(start);
8 var templ - payload. readUIntd(starts1);
B var 1at_nmin_dec - (temp >> 4)/10 + (fenp & @x@F)/188 + (tenpl >> 4)/1008;
30
B var lat = lat_degr(lat_min+lat_nin_dec)/se;
32+ if ((templ & Bx0f) == B}
B lat--lat;
3

+
ES starte=2;

Here you can create your own decoder for any particular device that you wish to add to the network
and returns its values.

Click on New to create a new decoder. This also provides the ability to Select the payload for your
particular device in the Mote Admin page

There will be example decoders already present in the Payload Decoder page. These are built using
JavaScript, not the JSON type that will populate a new decoder like the screenshot below. So when
creating a new decoder, just discard the pre-populated code.

Mote Type Management

Adeuniz FTD +L.0 Decaders  Encoders
Adeunis LoRaWAN Pulse
Step 1. Buld Decoder  Step 2. Select Payload  Step 3. Confirm Result
Rainfall Tipper
Libellium Smart Parking 14
-
Passthrough a
Bo
&
] et 1,
s omsenc™; "Ignore First byte"
1
1 1
1 ¥
]
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Here is an example decoder for a Rainfall Tipper.

payload (context.payload, "base64");
code payload. (9);

metrics [1;
// Decode Status Byte, present in all messages

header  payload. (9);

battery payload. (1);
tip_counter payload.

tip_occurances payload. (5);
tipper_type payload.

rainfall;

(tipper_type ) A

rainfall tip_occurances /
(tipper_type ) 1

rainfall tip_occurances / 5;
(tipper_type ) A

rainfall tip_occurances / 2;

}

metrics. ({ name: "battery", value: battery });

metrics. ({ name: "tip_counter", value: tip_counter });
metrics. ({ name: "tip_occurances", value: tip_occurances });
metrics. ({ name: "rainfall", value: rainfall });

metrics. ({ name: "tipper_type", value: tipper_type });

//0x01 0.1mm Low Cost light rainfall gauge ©x02 ©.2mm Casella Moderate Rainfall
Gauge 0x03 0.5mm Heavy Rainfall Gauge

context.value {
metrics: metrics,
gps: {
latitude:
longitude:

Page 9 of 27
21 February 2017



Pervasive Nation Platform User Guide Rev 0.1

5 Add a Device

From the Administration page proceed to Mote Admin

Click on Create Mote

RUBAN IoE Portal | GPSReplay | Liberium Parking Sensor | Admin | Help | Support | Lagout

“ davra networks  Administration

Mote Management

Create Mote | ® Import Motes | 3 Delete Selected A Send dewnlink to selected motes

Name Dev Eui Last Seen Signal Strength Action

Adeunis Field tester #B26 Today at 9:58 AM 75
" Action~

Liberium Parking S 1 Today at 11:10 AM 60 [m}
rium Parking Senser lay a Actione

Showing 1 1o 2 of 2 raws

You should be presented with the screen. Fill in the appropriate information for the that user. Here
you must enter the Mote Name, Dev EUl and MOTE Type. MOTE type refers to the decoder used for
that device. You can read more about MOTE Type in section 4 Payload decoder for devices. Then
choose whether the device is using Over-The-Air Activation (OTAA) or Activation by
Personalization (ABP).

For OTAA devices, choose the OTAA tab and provide the App Key.

Create Mote

Mote Name Network Policy Device Class:
Standard ~ @a OB Oc
Dev EUI RX Slot 2 Device Properties:
| SF12 ™ @® Not Specified ~ O Static =~ O Mobile

Expected Duty Cycle Mote Type

Create Cancel
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For ABP devices, choose the ABP tab and provide the NetSKey, AppSKey and the Dev Addr.

Create Mote

Mote Name Network Policy Device Class:

Rainfall Tipper #007 Standard ~ ®A OB oc
Dev EUI RX Slot 2 Device Properties:

SF12 e O Not Specified =~ ®Static |~ O Mobile
Expected Duty Cycle Mote Type
~

AppSKey

NwkSKey

Dev Addr

Downlink Slot Delay

1s ~

Once the all details have been entered, click Create

The created device should now be listed on the Mote Management page

RuBANToE Portal | GPSReplay | CurrentPosition | Admin | Help | Support | Logout

- davranetworks  Administration

Mote Management

Create Mote ® Import Motes X Delete Selected A send downlink to selectad motes

Search

Name Dev Eui Last Saen Signal Strangth Action [m)
Adeuris Field tester #B26 Today at 9:58 A 75 Action= O
Liberium Parking Sensor 1 Today at 11:10 A -0 action- [m}
Rainfall Tipper #007 Today at 12:10 PM -0 action- [m}

Showing 1 to 3 of 3 rows
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6 Metric Configuration

Metric configuration allows the user to configure the metrics that are available to the user from the
decoded devices. Here you can alter the Label, Name, Description and Units the decoded payloads
from the user created devices.

From the Administrator page, proceed to the Metric Configuration page. There should be a listing of
your created device’s output parameters.

Label Name Deseription

Memory
cru
THBytes
RXBytes
Ecflo

Mamary used an the IoT gateway
ation on the JaT gateasy

Rsst

Gateway
part
fent:

o7 used

rasi
resolved rssi
temperanure
parkingstate
batterysiote

framecn:

wais

vas
s =xis lera metric
batery bartery lora mezric
tip_counter Ep_counte lora et
tip oeowrances 5p pecurances. lera metric
rainfall rainfal lora metric
upper_Type “oper_tye lora merc.

To edit any of the information, simply click on any of the Label, Name, Description or Units fields
until a text cursor appears and then type in the result. Once you click away from this space the entry
will be saved automatically.
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7 Dashboards

The powerful dashboards that are available on the Ruban platform allow for the representation of
data that is passed from any devices.

Click on Dashboard from the navigation menu. You can see examples of previously made
dashboards listed in the screenshot below.

Search

UNITED

STATES B | Libelium Parking Sensors
Adenius Current Position

Rainfall Tipper

TR Nk

BRAZIL

S'- AFRICA
ARGENTINA|

)

%
LMNS NS GOMNS RS MRS

- o "0 ©® 0 O

The options from the dropdown menu will allow you to
Search — Open Search for Dashboards

Search Dashboard — Search for all devices

User Dashboards — List of all user created dashboards

New — Create new dashboard
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7.1 Dashboard Search

To search for a created dashboard, enter a search query in the text input box at the top of the
dropdown menu. The results will auto filter as you type.

7.2 Device Search
By clicking on Search from the dashboard dropdown menu, you will be presented with a page that
allows you to search for devices across the whole tenant.

RUBAN 10t Portal | GPSReplay | Scarch | Admin 1| Help | Support | Logout
. . davranetworks Search

Start by typing in the search text input box and the results will auto filter as you type. This will then
display any devices matching the text query you have entered.

. . davra networks Search
Name D Last Seen Status
Libelium Parking Sensor 1 @ 70n3ds00e0021001 2017-0216 11:12 ®
Libelium Parking Sensor 2 @ 70n3ds00e0021002 2017-02-16 11:40 @
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7.3 New Dashboard

To create a new dashboard, just select New from the dashboard dropdown menu. You should be
brought to this page.

RUBAM [of Portal | GPSReplay | New Dashboard | Admin | Help | Support | Logout
Application Title ” davranetworks New Dashboard

1. Choose Layout

Next

To populate a dashboard, first we will enter the name of the dashboard in the Application Title text
input box. Choose a layout for our dashboard from the Choose Layout pane on the left. The layout in
screenshot below shows a layout that will generate panes of differing sizes that we can populate
with elements. Once the layout and name have been chosen, click Next to proceed to the next
section.

RUBAN 1ok Portal | GPS Replay | New Dashboard | Admin | Help | Suppart | Logout

Application Title ~ davra networks New Dashboard

1. Choose Layout

=]

Next
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The next section will be where we build the elements that will represent the data we wish to show

Rev 0.1

on our dashboard. On this screen, we will choose various elements from the Build Components
menu on the left-hand side that will display device data.

cation Title

Step 1 Step 2 Step 3 Step 4
Layout Build Filter Style

2. Build Components

(7)Q)=)

Data

@

[Ermbed ponent

Charting

Fimware

Here the example shows 3 elements chosen from the charting category on the left-hand menu to
display on the screen. You can hover your mouse pointer over an element and it will reveal details

~ davranetworks New Dashboard

RuBAN IoE Portal | GPSReplay | New Dashboard | Admin | Help

Februar

ry 16,2017, 11:47 am - 12:47 pm

about each one. To add to a layout pane, simply click, drag and drop into the desired pane.

Application Title

Your Dashboard
Step 1 Step 2 Step 3 Step ¢
Layout Build Filter style

2. Build Components

Charting

=R

Custom

=

Deta

@

Embedded Component

Firmware

Next

“ davra networks Your Dashboard

RUBAN IoE Portal | GPSReplay | Dashboard

Admin | Help

Support | Loy

gout

=

Support | Logout

BATTERY CHART

000
i
2000

oo

>

08 AM

09 AM
10 AM

11 AM
12 PM

L X

01 PM
02 PM

RAINFALL TIP OCCURANCES o X

Device Details

Time

No matehing records found

[ex

21 February 2017
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To display the data, we wish to have in the certain element, we need to click on the settings icon on
the right-hand side of each element. We can see a gears icon which will open the element settings
and then an X icon which will delete that element from the pane.

BATTERY CHART

i I | I |

07 AM 09 AM 11 AM 01 PM
08 AM 10 AM 12 PM 02 PM

In the elements settings modal, each element will be slightly different depending on their
functionality.

1 - Chart.

Title: Specify a Title for the chart.

Category: The category of metrics you wish to use (Network Stats, All, etc.)
Sensor: Select the metric you wish to use (battery, rssi, etc.)

Group by: Group the results by Device(loT gateway), Gateway or both

loT Gateway (Device): Choose which device on the network to display
Top: Defaultto 5

Time Buckets: Choose the granularity of the display (Seconds to Years). Auto will suffice in most
cases.

IoT Sensor Management

Title: Battery Chart
Category: All
Sensor: battery

Group By: IoT Gateway

IoT Gateway: Rainfall Tipper #007

Top:

Time Buckets:
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2 - Gauge

This element has very similar options as the previous element bar the output view of the gauge
itself.

Options include setting the gauge range, colour boundary ranges and the resulting output metric as
current or average over time.

10T Sensor Management

Legend:

Rainfall Tip Counter LoT Gateway: Rainfall Tipper #007 |

Category: Al

Category Application

List of all sensors

Min Gauge Value [ED Swep Yellow Red Fields
Yellow Boundary Start
Red Boundary Start:

RESULT QUTPUT: © current

3 -Table

As in the previous example, many of the same options apply to using this element with the
exception of:

Column Selection: Allows the display of all or only selected columns of metrics.

Sensors (Metrics): Choose as many metrics to display in the table as desired by clicking and
highlighting each metric

Viewing Option: Allows for the hiding of columns with no data present
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ToT Sensor Management
Tile  Device Detalls

Tot Rainfall Tipper #007
Gateway

Column Only the following selected cc
Selection

Category P Listofall .

Zaxis
battery
ter
rances

Sensors

Viewing option Hide empty columns of ¢ ¥

Time 1 Auto

Bucket

Rev 0.1

These three element examples highlight the core similarities in configuring an element for your

dashboard.

As soon as the element configuration is finished, click Next to proceed.

To add a filter to the dashboard, choose either loT Gateway (Device) or Gateway from the left-hand
menu and drag it to the top pane of the dashboard.

RuBAN IoE Portal | GPSReplay | New Dashboard | Admin | Help | Support | Logout

sy 6,007 61829 | pesmnosein [ | (]

Appl ~ davranetworks New Dashboard
‘Yaur Dashboard
Step 1 Step 2 Step 3 Step 4
e - BATTERY CHART
Layout Build Filter Style
3. Filters
~ . . | 07 AM
RAINFALL TIP OCCURANCES ox
vl
N /
L a0 60
- 2 AVG B
g 0.00
- o 100
© Next

2 X
09 AM 11 AM 01PM
10 AM 12 PM 02 PM
c F &%
Device Details o
Time

No matching records found
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Here you can see an loT Gateway (Device) filter used on the dashboard. Click to dropdown the

menu and select which device you wish to view.

The use of filters is not necessary, so if they are not needed on your dashboard, simply click Next to

proceed.

Application Title

Your Dashboard

Step L Step 2 Step3 Step 4
Layout Build Filter Style
3. Filters

£ 10T Gateway

Next

~ davranetworks New Dashboard

BATTERY CHART

4 |

07 AM
08 AM

RAINFALL TIP OCCURANCES £ X

43.00

09 AM

Tim.,

2017-02-

13:50:00

2017-02-

11:50:00

port

100

100

RUBAN Tof Portal | GPS Replay | New Dashboard

February 16, 2017, 6:16 am - 2:16 pm

Devics: Rainfall Tipper #007

Admin | Help | Support | Logout

11 AM

v
i

Mo Device -
Scrial & Devie

Adeunis Field tester #826 - localhost
Sea #:001 82000000526

Libelium Perking Seasor 1 - localhost
Sl 3206390021001

Libelium Parking Sensar 2 - localhost
Seial & T0b2d5990021002
Rainfall Tigper #007 - lozalhost

Serial 8 0WISO%00 10018

10 AM 12 PM
Device Details ( Rainfall Tipper #007 )
fent snr sfused  rssi battery | tip cou
139.0 &1 7.0 857 36890 430
1380 7.8 7.0 915 36890 430
1370 73 7.0 o15 36770 430

2017.02-
16
09:50:00

100

The final phase of the dashboard is regarding styling. The user can change the colours of the
background, buttons and text as well as the font type. For this example, all settings are left to

default.

Once finished with this section, click Done to complete the dashboard.

Application Title

Yaur Dashboard

Step 1 Step 2 Step3 Step4

Layout Build Filter Style

3. Style Dashboard

Application background

Filter button background r

Gl

Trebue | 150x | [

+harder

Panel background

Header gradient .

Fborder solic | Lpx

=]

“ davra networks New Dashboard

BATTERY CHART

-

i
07 A

08 AM
RAINFALL TIP OCCURANCES X
T
~ 4
40 w
. s

20

43.00
2,0

09 AM

Device Details ( Rainfall Tipper #007 )

Time
2017-02
16
13:50:00
2017-02
16
11:50:00
2017-02-

16
08:50:00

port

10.0

10.0

10.0

RuBAN IcE Portal | GPSReplay | New Dashboard | Admin | Help Support Logout
£ X
11 AM 01 PM

10 AM 12 PM 02 PM
2X
oy

fent snr sf_used rssi battery  tip_cou. tip_occ.. rainfall  tipper_..

138.0 78 7.0 91.5 3689.0 43.0 0.0 0.0 2.0
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After you see the dashboard you have created, toggle the dropdown menu on the upper right hand
side of the dashboard.

Make sure you hit Save to save the dashboard configuration.

In this same dropdown menu, we can also set the permissions for this dashboard by clicking on the
Share option.

RUBAN IoE Partal | GPSReplay | New Dashboard Admin | Help | Support | Logout
“ davranetworks New Dashboard
February 16, 2017, 6:16 am - 2:16 pm l [ Device: Rainfall Tipper 007 =
& Edit
| sve
X Drlere
BATTERY CHART
[ share
4,000 a
500
3,000
2,500
2,000
1,500
1,000
550 I I I |
07 AM 09 AM 11 AM 01 PM
08 AM 10 AM 12 PM 02 PM

RAINFALL TIP OCCURANCES

Device Details ( Rainfall Tipper #007 ) &
| Time port fent snr f_used resi battery tip_counter | tip_accura.. rainfall tipper_type
L\
\
& p 40 2017-02-16 10.0 139.0 8.1 7.0 85.7 3689.0 43.0 0.0 0.0 2.0
12:50:00
- 2017-02-16 10.0 138.0 7.8 7.0 91.5 3689.0 43.0 0.0 0.0 2.0
20 11:50:00
~ 2017-02-16 10.0 137.0 7.3 7.0 915 3877.0 43.0 0.0 0.0 2.0
09:50:00
& 2017-02-16 10.0 136.0 8.2 7.0 90.8 3677.0 4.0 0.0 0.0 20

07:50:00

This gives the administrator the ability to allow other users to View, Edit or Delete the dashboard. In
the above example, we have set the user operator who has no administration rights to View this
dashboard. When they login to the platform, they can view this dashboard. They can also create
their own dashboards for their own accounts.

Control user permissions for this dashboard
Q  Search

name

admin
operator

pn_admin

«<-> N

Save permissions
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Your new dashboard is now available from the dashboard dropdown menu. As was shown earlier, on
this dashboard we can filter data from a device. But on all dashboards, we have the option to also
filter by time-period. This is achieved from clicking on the date panel on the dashboard menu where
time options can be configured to view the data.

D . davranetworks Your Dashboard

BATTERY CHART

07 AM

RAINFALL TIP OCCURANCES

a0 60

09 AM

Device Details (

10 AM

Rainfall Tipper #007 }

11 AM

RUBAN L€ Portal | GPS Replay

Dashboard | Admin

Help

Support | Logout

Time Sections:

60 ins
7 Days

& Hours

30 Days

24 Hours

Custom Time

Auto Refresh:

12 PM

07 PM.

ainfall

0

2 PM

tipper_type"

Also, note that on the table chart, we have a download icon. By clicking on this we can export that
data into a .csv file which can be opened in Microsoft Excel.

A B
1 Time port
2 16/02/2017 13:50 10
3 16/02/2017 11:50 10
4 16/02/2017 09:50 10
5 16/02/2017 07:50 10
6
7|
8
9

fent

139
138
137
136

D E F G
sf_used  rssi battery
8.1 7 -85.7 3689
7.8 7 -91.5 3689
7.3 7 -91.5 3677
8.2 7 -90.8 3677
L]

43
a3
a3
43

0

0
0
0

J

tip_counte tip_occura rainfall

c o oo

K

2

2
2
2

tipper_type

This brief overview of dashboards is not every element of the possibilities on display but a basic start
to representing your data in a variety of ways.
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8 Ruban IoE Portal

The Ruban IoE Portal can be accessed from the main menu on the top right hand side of the page.

It is a map display and has similar functions as the likes of Google maps. On the right, we can see a
zoom in/out and home buttons.

The circled item in the centre of the map shows the number of devices you have added to the
network, more on this later.

The other options to note are the Search input box to search for devices on the upper left hand
corner and time selection diagonally across from this which will allow you to filter data for the
devices on this screen.

RUBAN 1o Portal | GPSReplay | Dashboard | '
; KAZAKNE TAN-

S UNITED
STATES

3
i S OU TH)
“ AFRICA
ARGENTINA

%

v
X 5 NS e oMW S RS
R e

Standard map functions apply to the portal such as changing the map view. This is set from the
Basemap menu from the top centre of the page. Choose from Imagery, Streets or Topographic
views of the map.

—  idkans

MONGOLIA

UNITED

@ STATES w ) TURKEY

TR IRAN CHINA
Al
MEXICO, 2 INDIA MYANMATE
 Streess BURNA)

JDAN

VINEZUFLA ETHIOPIA

COLOMBIA

TANZANIA INDONES:

rERU
¢ BRAZIL

MHIA

BOLIVIA

ARGENTINA,
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To view devices on the map, click on the circle which shows the number of devices connected to
your tenant. In this example, 3 devices.

STATES

\ MYANMAR
“(BURMA) &

Singapore.

Jakart

* INDONESIA

NAMIBA
Bl

S 0U TH
AFRICA

When you click on the device, it should bring up this circle of three options. As these devices are not
GPS enabled, you can ignore the location map option on the bottom left. For these devices, we can
look at the i and the metrics display on the top and bottom right, respectively.

"N UNITED
STATES

CHINA

LIS 0NN COMINS BHES 29K
© ©o ® ©o O

Page 24 of 27
21 February 2017



Pervasive Nation Platform User Guide Rev 0.1

The information button will display information for that device, as can be seen below.

icraINE

O HEuI
SR v

~ MONGOLIA

Mim ba:

Libelium Parking Sensor2 X

localhost

70b3d599e0021002

Last Seen : 0d0h 18 m 36 s AGO

Last ZTP :

OMINS JMINS GOMINS  SHRS  24HRS
0 04 SO ICEEED

The metric view allows you to view data for that device in a floating window. Choose the metric you
wish to view from the dropdown menu in the upper right of the floating window.

LS krae :
I | v
3 = v 5w

sf used
undefined
id

resolved rssi
wndefined
femperature
undefined
parkingState
undefined
batteryState
wndeined
frameent
wndefined
xaxis
wndened
yaxis
wdetined
zaxis
wndeined
battery
wndeined

S0 TH:
AFRICA

08:05 08:10 08:15 08:20 08:25 08:30 08:35 08:40 08:45 08:50 08:55 09 AM

ONINS JOMINS GOMINS  BHRS  26HRS
© 0o o o e

Take note that you can change the time frame of the given data from the time range selector at the
bottom right corner of the screen.
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9 GPS Replay

GPS Replay, which is available for devices that have GPS enabled such as the Adeunis Field Test
Device.

RuBAN IoE Portal | GPSReplay | Dashboard | Admin | Help | Support I Logout

loT Verticals

Click on the device and it will display this window above it. On this display, click on the Blue Arrow
next to the RuBan logo.

This will bring to a page showing the GPS replay of all data received.

9 RuBAN IoE Portal | GPSReplay | Dashboard | Admin | HelpWI® Support | Logout
@» o

K
Adeunis Field tester #826 localhost

RuBAN

IoT Verticals

Dashboard Cell Report <
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This will show a trace of the GPS replay overlaid on the map with the positions sent back to the
network. On the left you can choose a date to view logged information for that time.

& - 2 Logou
Ru ANE GPS REPLAY Y v satelite sweet P Q@ Q) =V § I St pe iTon
»  of Everything o ———TUUBLIN ‘ I
3 2 Dubline¥ = Tl Quae
1 & e, Sy
Dublin2. o A @ e

MACKEN STREET ARDEE GROUND

st Arenue

T

13022017 15:52

& Rogg

at v 7308 7 hours 13 mins Dibjin 12

10 Help

As well as the Pervasive Nation Resource pages for any help and support that you need during the
use of the portal, please note that there is a comprehensive Help section available in the main menu

[-Somcn- )

) Index Search

©) Home * RuBAN Overview = Key Features

=‘ FRuBAN Ouervizw
W] instmiing Fusan

Key Features

7
2] System Requiements
7] Hardware Requirements ! - . ) . . . .
e —— RuBAN is a complete solution for managing M2M (Machine to Machine) cellular based networks, RUBAN uses a policy based framework to provide proactive services and
7| Preparing for instelation automation in complex M2M environments. It is designed on open standard APls and technologies to provide the flexibility and programmability required in the fluid and evolving
2 Instalig RuBAN o Microso Windows. | world of M2M therefore RuBAN grows with you as your projects evalve and grow
7] Windows Install Wizand

| Guick Star Guide

[l| Onboard Automation Key Teatures include:

W] Custom Apps * Embedded policy based Pramework.

(| T * GPS Aware - GIS Mapping & Clustering

W Log Forersica * Aulomtation and proactive mechanisms

W Gis Poral

* Fault triage documentation and Information
* Centralised configuration & firmware management
* WWan Monitoring, reporting and automations

] Dashboard Reporting
| #sset Reporting

M| st Reports utor t
B Poicy Repors * WLan Monitoring, reporting and automations
] Executive Repons # Cellular link lateney reporting utilizing IPSLA

* Customized Dashboards

* [xeeutive based reporting

urily Munagement

* Fully Programmable and expandable

* OBD Ready for vehicle management

* Integrates with 3rd party portal & solutions
* Cloud Ready

RuBAN Problem and Incident Notifications Inclade:

« Description of the incident pointing out the device and the
= Instructions on how 1o fix the issuc. These can be preconfigured or can be dynamically generated depending on what eaused the issue. The instruetions can contain links to 3rd
party ols

« Information can be collected from the device the alert was generated on the instant the alert was generated. These can be cli show command output or a peap file for example

* A troubleshoot link into a third party tool so this issue can be troubleshot further.

« CPU and Memory charts showing the CI'U and memory statistics 20 minutes either side of the event so it can be quickly determined whether the event was CP'U or memory

t time and location where the ineident oceurred.
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